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Abstract This paper proposes low power, low voltage Truly Random Number Generators
(TRNG) for Electrical Product Code (EPC Generation 2 Radio Frequency Identification
(RFID) tag. Design considerations and trade-offs among randomicity, chip area and power
consumption are analyzed according to the special requirements of Gen2 RFID tag. The
proposed TRNG circuits consist of an analog random seed generator which uses the oscillator sampling mechanism, and Linear Feedback Shift Registers for post digital processing.
These TRNG are implemented in SMIC 0.18 µm CMOS process. And their randomicity
performances are verified by the FIPS 140-2 standard for security. One of the TRNG circuits
outputs a random bit series at a speed of 40 kHz. Its power consumption is 1.04 µW and
chip area is 0.05 mm2 . The other one has a bit rate at 48 kHz. It has a power consumption of
2.6 µW and chip area of 0.018 mm2 . The features of low power and small chip area in these
TRNG circuits provide a good choice to solve the security and privacy problems in RFID
systems.
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1 Introduction
Radio Frequency Identification network has been widely used for various applications in
recent years. However, the security and privacy concerns of RFID networks have slowed
RFID adoption and its further development. In order to enhance the security and privacy performance of RFID systems, especially to defend the attacks upon communications between
tags and readers, cryptographic circuits and algorithms have been employed in RFID tags.
These algorithms need good random numbers as seeds to encode and decode the information.
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In addition, a 16-bit random number is needed for anti-collision purpose according to the
EPC Generation 2 protocol for UHF RFID tags [1].
For these purposes, pseudo random number generator (PRNG) including pure digital circuits used to be widely used in tag design. But they are vulnerable to attacks because of
their fixed structure. As a result, the PRNG needs truly random seeds that are realized by
physical random sources in TRNG circuit to insure randomicity. Many TRNG designs have
been reported in recent years. But considering the requirements in Gen2 tags, some of them
have low randomicity performances [2], some consume large power [3], some have large
chip area or slow bit rate [4]. So far, no thorough analysis on the requirements of Gen2 tags
of TRNG has been done, and no TRNG circuit is designed for it.
The common methods used in TRNG can be classified into three main categories. (1)
Direct amplification of noise using a wideband high gain amplifier, (2) Discrete time chaos
systems using analog signal processing technique, (3) Sampling of a high frequency oscillator with a jittered low frequency oscillator [2], [5]. The first two methods are not suitable for
Gen2 RFID system because of their features of large power consumption and complicated
circuitry, while the oscillator-based method is more adaptable with the RFID system. By
adapting the oscillator-based random number generation technology to the requirements and
limitations of Gen2 tags, two TRNG circuits are proposed for security and anti-collision
purpose in Gen2 RFID system. The proposed TRNG circuits realized both the merits of low
power consumption and small chip area. These two features also make them possible to be
used in other security system that requires low power and low cost.
The system architecture of the TRNG is presented in Sect. 2. Based on the requirements
of Gen2 tags, design considerations and tradeoffs among power consumption, chip area, and
output speed are shown in Sect. 3. Section 4 gives the measurement results, analyses and
comparisons with other works. And finally, a conclusion is drawn in Sect. 5.

2 Circuit Architecture
The mechanism of oscillator-based TRNG is shown in Fig. 1. It mainly contains two parts:
an analog random seed generator and a cascade stage of post digital processor. The analog
random seed generator consumes the largest power and area in the system. It includes two
independent clocks: a fast free running clock (CLK_ f ) and a slow jittery clock (CLK_s).
Since the system clock of the RFID system, which is 1.28/1.92/2.56 MHz [6], can be used
as CLK_ f , the focus of the design is located on the slow jittery clock. As the random source
of the whole system, the duty cycle of CLK_s is designed to be uncertain. So, the rising and
falling edge of this clock cannot be predicted. The value of the fast clock that is sampled by
CLK_s is uncertain. As a result, the output bit cannot be predicted. Considering the utility
in low power RFID system, CLK_s should be realized as simple as possible.
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Fig. 1 System architecture of proposed TRNG
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Fig. 2 a Circuit detail of Jittery Clock Generator. Rn is the noise resistor. R1 and R2 are feed back resistors.
Ic is the charge and dis-charge current of the charge pump. b The noise-added triangular wave [3,7] at the
output of the noise amplifier(node B). V H and VL are respectively up and low threshold of the hysteresis
comparator. S is the average slope of the triangular wave and TC L K _S is the period of the wave

In this TRNG, a T flip-flop (TFF) is used instead of a commonly used D flip-flop (DFF)
to make the output more robust. This is because the duty cycle of CLK_ f can also affect the
output randomicity. The time of high level and low level of CLK_ f cannot be precisely equal
even if excellently designed, and this will affect the probabilities of ‘1’ and ‘0’ sampled by
a DFF. But when a large number of output bits are sampled by TFF, they tend to be equal
[3]. For the consideration of low power consumption and chip area, the digital processor is
realized by a 16-bit linear feedback shift register (LFSR).
As shown in Fig. 2a, the random seed generator is composed of a noise amplifier, a
hysteresis comparator, a constant current charge pump, an analog level shifter. The noise
sources of this circuit are two large noise resistors Rn at the input of the amplifier, whose
noise is collected and amplified. To make use of this noise voltage, a triangular carrier wave
is formed by the generator. Shown in Fig. 2a, the charge-pump charges or discharges the load
capacitor C1 with constant current Ic at first. The level shifter shifts this wave to the common
mode input voltage of the amplifier at node “A” in Fig. 2a. Demonstrated in Fig. 2b, the
voltage gets nearly unit gain by the noise amplifier, through which the noise is added to
the wave as random source. When the noise-added triangular wave crosses the threshold of
the hysteresis comparator, the voltage at node “C” is inverted and the charge pump discharges
(or recharges) the capacitor C1 with constant current Ic . Since the level shifter isolates the
capacitor C1 and the amplifier, the carrier wave will stabilize automatically according to the
reference voltage.
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3 Design Considerations and Tradeoffs
In RFID tags, a good RNG means low power, small chip area and high randomicity level.
However, these requirements usually conflict with each other. Therefore, tradeoffs among
these factors need to be taken with care. In the tradeoffs, the power and area limitations of
Gen2 RFID tag should be taken into consideration. Power budget of a typical Gen2 tag today
is less than 10 µW [10]. Therefore, the power of an RNG should be one order lower, so as
not to greatly deteriorate the performance of the tag. The area of a typical Gen2 tag is about
0.5 mm2 [11], and the area occupied by the RNG should be one order smaller as well.
The noise amplifier is the core of the whole circuit. It consumes the largest part of the
power and need to be considered carefully. The noise voltage at the output of the amplifier
can be get according to Eq. (1) [3]. δ(Vn ) is the noise voltage, Av andBW are respectively
gain and bandwidth of the amplifier, Rn is the noise resistance.
δ(Vn ) =



8K T · G BW · Rn A V =


8K T BW Rn A2V

(1)

Equation (2) shows the relationship between delta of clock jitter δ(TC L K _S ) and noise voltage
δ(Vn ) [3,7]. S is the slope of the triangular wave, as shown in Fig. 2b.
√
δ(TC L K _S ) =

2
δ(Vn )
S

(2)

Since the TRNG has a low sample frequency, the 1/ f noise could result in some co-relations
among the output bits. In order to minimize this effect, PMOS transistors, instead of NMOS
transistors, and large area MOSFETs are used. Digital post processor is also employed to
de-relate the output bits to reduce this effect [8,12].
The upper limit of sample rate f s , which is the frequency of CLK_s, is determined by the
equation below [7].
1

r x (Ts ) = exp(−2π BW / f s ) = E {R X (1)} < 0.367(N )− 2

(3)

where r x (Ts ) is the continuous-time auto-correlation function, E{Rx (1)} is the estimation of
the Gaussian variable and N is the number of the output bits. From the equation, It can be
drawn that with certain BW , larger the output bit number is required, smaller the sample rate is
limited. When N = 16, which is the number of random bits in RFID system, the relationship
between bit rate and bandwidth of the noise amplifier can be drawn as Eq. (4). BW should
be larger than the sample rate f s , so that the output of the amplified thermal noise is still
Gaussian distributed in the spectrum.
f s ≤ 1.66BW

(4)

The lower limit of the bit rate is determined by the communication cycle of tag to reader in
RFID system. Since the 16-bit random number needs to be prepared during the power-on
phase of the tag, total time for random number generation must be less than 1 ms according
to the Gen2 protocol. In order to get plentiful time for post processing, the analog part should
prepare a 16-bit random seed in less than 500 µs. Therefore, the smallest f s should be no
less than 32 kHz.
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3.1 Trade-off Between Bit Rate, Noise Voltage δ(V )n and Power Consumption
According to Eqs. (1) and (2), a large bandwidth is needed if a fast bit rate is chosen. A large
noise voltage δ(Vn ) also requires a large gain of the noise amplifier. But either the increase
of the bandwidth or the gain requires more power consumption.
G BW = A V BW

(5)

According to Eqs. (1), (2), (5), δ(Vn ) = 3 mV and f s = 40 kHz is chosen to cut down the
power consumption. Accordingly, the 3 dB bandwidth of the noise amplifier is chosen to be
larger than 50 kHz in order to guarantee the quality of the random seeds, while its gain should
be 34 dB at least.
3.2 Trade-off Between Power Consumption and Chip Area
According to Eq. (2), the larger the noise resistor is, the smaller the gain and bandwidth
of the amplifier is needed to achieve a certain noise voltage, which leads to lower power
consumption. However, a large resistor consumes a large chip area. Therefore, careful consideration should be taken to balance the area of resistors and the power consumption. Since
the TRNG should be one order smaller than the total area of a tag, the TRNG should be no
more than 0.05 mm2 . In SMIC 0.18 µm standard process, one 2 M high resistance poly
resistor, which has the largest sheet resistance of about 989.6 /
, accounts for about 0.01
mm2 chip area. Considering other parts of the circuit, one noise resistor Rn should be no
larger than 2–3 M.
3.3 Trade-off Between Power Consumption of Fast Oscillator and Noise Amplifier
It has been demonstrated that the clock jitter should be several times of the fast oscillator to
guarantee randomicity [3,5,9]. The relationship between noise voltage δ(Vn ) and the clock
jitter δ(TT C K _S ) is determined by Eq. (5).
√
2δ (Vn )

(6)
S= 
δ TC L K _S
The clock jitter should be at least 6 times of the fast oscillator [3]. The system clock of UHF
tag is normally 1.28, 1.92 or 2.56 MHz [6]. As in Eqs. (1), (2), (5), δ(Vn ) can be smaller
if CLK_ f runs faster. In order to insure that the TRNG can be utilized in all UHF tags, we
choose the slowest clock frequency (1.28 MHz) as the fast oscillator.

4 Implementation and Measurement Results
Based on the above trade-offs and limitations in Gen2 RFID tag system, two TRNG circuits
are designed at the speed of 40 kb/s. With the same randomicity level, different power consumption and noise resistors are chosen, in order to verify the trade-off between the power
and chip area. The specifications of the two TRNG circuits are listed in Table 1. In TRNG1,
the noise resistors are chosen to 2 M each. And the bandwidth of the noise amplifier is 50
kHz in order to cut down the power consumption to 1 µW. On the other hand, the power
consumption of TRNG2 is released to 2.6 µW while its noise resistors are chosen to be 700
K, in order to minimize the chip area.
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Items

TRNG1

TRNG2

Output speed (kb/s)

40

40

Gain of noise amplifier (dB)

34

34

Bandwidth of noise amplifier (KHz)

50

150

Output noise voltage δ(Vn ) (mV)

3

3

Noise resistor

2 M

700 K

Threshold voltage of comparator (mV)

30

30

Power (µW)

1

2.6

Fig. 3 Micrograph of proposed TRNG Circuits.

Both of the circuits are fabricated in SMIC 0.18 µm standard process. As demonstrated
in Fig. 3, the proposed TRNG1 accounts for a chip area of about 0.05 mm2 and TRNG2
occupies a chip area of 0.018 mm2 .
The measurement platform is set up as Fig. 4. Both the random seeds and jittery clock
are put into a logic analyzer to collect the random bits. The jittery clock is used as the sample clock that triggers the sampling, and the random bits are collected as data. In order to
minimize the noise from power supply, a battery is used as power supply.
A modified 16-bit LFSR is used as the digital post processor. It utilizes a XOR gate to
introduce random seeds, (shown in Fig. 5). This post process is done by MATLAB simulation
in the design. In practical application, the clock of the LFSR is supposed to be connected
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Fig. 5 Post digital process scheme of TRNG [7]. It is comprised by 16 LFSR, 16 bit DFF and 4 XOR gate

Table 2 Pass rate performance in FIPS 140-2 standard
Test item

Criteria/20,000 bits

Pass rate of TRNG1 (%)

Pass rate of TRNG2 (%)

Monobit

9750–10250

93.8

98.0

Poker test

2.16–46.17

86.1

94.1

Runs test

Runs of length 1–6

96.9

95.2

Long run test

1–26

95.3

100

to the sample clock of the analog part during the seed getting period. It is reconnected to
system clock for fast de-correlation processing when 16-bit analog output is produced and
the analog seed generator is shut down to save power [7–9].
Power consumption, output bit rate, and randomicity performance of the TRNG are measured. The widely used FIPS 140-2 standard was employed to verify randomicity performance
of the output bits [13]. Over 100 million bits were sampled and analyzed among ten chips.
Their total pass rate is shown in Table 2. It can be seen though the pass rate of Poker test
is a little lower than the pass rate of other tests because of the 1/ f noise and limited amplifier bandwidth, both circuits have high pass rate over 90% through the tests in FIPS 140-2.
The measured circuit properties and comparison with other high quality TRNG designs are
summarized in Table 3. The proposed TRNG circuits make a balance between power consumption, chip area, bit rate at a small cost of randomicity. TRNG1 successfully makes a
40 kb/s random number output with a power consumption of 1.04 µW and a chip area of
0.05 mm2 . TRNG2 realizes in a small chip area of 0.018 mm2 by a power of 2.6 µW. The
measured speed of TRNG2 is 48 kb/s.

123

92

W. Chen et al.

Table 3 Comparison of TRNG circuits
TRNG Design

Power

Bit rate

Chip area ( mm2 )

Trans. circuits and systems, 2003 [3]

2.3 mW

10 Mb/s

0.0016

ESSCC, (DC), 2006 [4]

180 µW

50 kb/s

1.49

ESSCC, (FIR), 2006 [4]

2.92 µW

0.5 kb/s

0.031

Proposed TRNG1

1.04 µW

40 kb/s

0.05

Proposed TRNG2

2.6 µW

48 kb/s

0.018

5 Conclusion
Low power oscillator-based TRNG mechanism suitable to cope with the security and privacy
concerns in RFID tags was analyzed. The TRNG can also be used as a means for anti-collision purpose. And two ultra-low power TRNG circuits were implemented in SMIC 0.18
µm CMOS process according to the analysis. Both of them have features of low power and
small chip area. Measurement results of the TRNG show high pass rate through the tests.
The proposed TRNG circuits are not restricted to the applications of Gen2 RFID system. The
theoretical analysis and tradeoffs deduced in this paper make them also feasible in other low
power applications of cryptography, like ISO-15693 ID cards, WSN, VSAT, and etc.
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